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Was ist die Motivation?Was ist die Motivation?

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Die ArbeitsgruppeDie Arbeitsgruppe

14 Mitglieder diverser Firmen14 Mitglieder diverser Firmen
Start: 14. Oktober 2001Start: 14. Oktober 2001
11 Sitzungen zu diversen Themen:11 Sitzungen zu diversen Themen:
–– BegriffsdefinitionenBegriffsdefinitionen
–– MonitoringMonitoring
–– IncidentIncident Handling Handling 
–– Praktische Beispiele  Praktische Beispiele  
–– ForensicsForensics
–– Return on Return on SecuritySecurity Investment Investment 
–– IDS ProdukteIDS Produkte

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Team Mitglieder Team Mitglieder 

-- Titus Titus ElsenbergerElsenberger:: UBS UBS 
-- Daniel Daniel EugsterEugster:: KPMGKPMG
-- GernotGernot FranschitzFranschitz:: Coutts Bank Coutts Bank 
-- Tom Hager:Tom Hager: InfoTrustInfoTrust AGAG
-- Andrea Andrea KlaesKlaes:: Swiss ReSwiss Re
-- Peter Kunz:Peter Kunz: DaimlerChrysler AGDaimlerChrysler AG
-- Virginia Virginia MaederMaeder:: Swiss ReSwiss Re
-- Karl Meier: Karl Meier: KasecKasec Engineering GmbHEngineering GmbH
-- Roland Roland PortmannPortmann: : HSW HSW LuzernLuzern
-- Thomas Thomas RischRisch:: UBSUBS
-- Heinz Heinz SchiffmannSchiffmann:: RTCRTC
-- Martin Sibler:Martin Sibler: Swiss ReSwiss Re
-- Frank Frank StäubliStäubli:: Swiss ReSwiss Re
-- Anthony Thorn:Anthony Thorn: ATSSATSS

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Teil 1: BegriffsdefinitionenTeil 1: Begriffsdefinitionen

““MonitoringMonitoring & & IncidentIncident Handling“Handling“
• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Logging, Definition Logging, 
Monitoring (1)Monitoring (1)

LoggingLogging
The process of The process of recordingrecording events at the time that they occur.events at the time that they occur.

MonitoringMonitoring
The The analysisanalysis, , assessmentassessment, and , and reviewreview of data collected for of data collected for 
the purpose of controlling the system's the purpose of controlling the system's availabilityavailability. . 

SecuritySecurity MonitoringMonitoring
The The analysisanalysis, , assessmentassessment, and , and reviewreview of audit trails and of audit trails and 
other data collected for the purpose of searching out system other data collected for the purpose of searching out system 
events that may constitute violations or attempted events that may constitute violations or attempted violations violations 
of system securityof system security..

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Logging, Definition Logging, 
Monitoring (2)Monitoring (2)

EventEvent
A defined occurrence which could influence a system. A defined occurrence which could influence a system. 

SecuritySecurity EventEvent
An event that is relevant to the security of the system.An event that is relevant to the security of the system.

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Logging, Definition Logging, 
Monitoring (3)Monitoring (3)

LogfileLogfile, Log, Log
The physical container of The physical container of timestampedtimestamped events. events. 

AuditAudit TrailTrail
A chronological record of system activities that is sufficient A chronological record of system activities that is sufficient 
to enable the reconstruction, reviewing, and examination of to enable the reconstruction, reviewing, and examination of 
the sequence of environments and activities surrounding or the sequence of environments and activities surrounding or 
leading to an operation, a procedure, or an event in a leading to an operation, a procedure, or an event in a 
transaction from its inception to final results.transaction from its inception to final results.

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Logging, Definition Logging, 
Monitoring (4)Monitoring (4)

InvestigationInvestigation
Collecting information from and about computer systems.Collecting information from and about computer systems.

ForensicsForensics
Collecting information from and about computer systems that is Collecting information from and about computer systems that is 
admissibleadmissible in a court of law.in a court of law.

(The terms "investigation" and "forensics" are often used (The terms "investigation" and "forensics" are often used 
synonymously)synonymously)

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Logging, Definition Logging, 
Monitoring (Monitoring (55))

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A

Cause Log
unexpected results
to be investigated

violation reports

expected results

triggers logged to analyzed

Event Detection Event Recording Event Analysis

triggering logging monitoring

Investigation

Event
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Definition Incident Handling Definition Incident Handling 
(ISO)(ISO)

ExploitExploit
"A "A defineddefined wayway to to breachbreach thethe securitysecurity of an of an 
IT IT systemsystem throughthrough a a vulnerabilityvulnerability."."

AttackAttack
"An "An attemptattempt to to exploitexploit an IT an IT systemsystem
vulnerabilityvulnerability."."

IntrusionIntrusion
"A "A deliberatedeliberate oror accidentalaccidental setset of of eventsevents thatthat
potentiallypotentially causescauses unauthorizedunauthorized accessaccess to, to, 
activityactivity againstagainst, and/, and/oror activityactivity in, an in, an 
informationinformation technology (IT) system."technology (IT) system."

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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BeispielBeispiel anhandanhand SSQL QL SlammerSlammer

ExploitExploit
SQL SQL SlammerSlammer Wurm ist entwickeltWurm ist entwickelt

AttackAttack
SQL SQL SlammerSlammer Wurm Wurm isis "in "in thethe wild"wild"

IntrusionIntrusion
SQL SQL SlammerSlammer Wurm ist in System Wurm ist in System 
eingedrungeneingedrungen

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Incident Handling Definition Incident Handling 
(CERT®/CC)(CERT®/CC)

VulnerabilityVulnerability
"an "an aspectaspect of a of a systemsystem oror networknetwork thatthat leavesleaves itit openopen to to 
attackattack""

ThreatThreat
""anyany circumstancescircumstances oror eventevent thatthat has has thethe potential to cause potential to cause 
harmharm to a to a systemsystem oror networknetwork" " 

IncidentIncident
"an "an instanceinstance of of anyany computercomputer securitysecurity threatthreat""

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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BeispielBeispiel anhandanhand SSQL QL SlammerSlammer

VulnerabilityVulnerability
-- Microsoft SQL Server, Microsoft SQL Server, ungepatchtungepatcht

ThreatThreat
-- Port 1434/UDP offen gegenüber Internet Port 1434/UDP offen gegenüber Internet 
-- SQL SQL SlammerSlammer WurmWurm

IncidentIncident
-- Netzüberlastung durch sich verbreitenden SQL Netzüberlastung durch sich verbreitenden SQL SlammerSlammer

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Incident Handling Definition Incident Handling 
(CERT®/CC)(CERT®/CC)

IncidentIncident HandlingHandling
IncidentIncident handlinghandling includesincludes threethree functionsfunctions: : IncidentIncident ReportingReporting, , IncidentIncident
AnalysisAnalysis, and , and IncidentIncident ResponseResponse..

IncidentIncident ReportingReporting
–– servingserving as a as a centralcentral point of point of contactcontact forfor reportingreporting locallocal problemsproblems..

IncidentIncident AnalysisAnalysis
–– reviewingreviewing and and correlatingcorrelating informationinformation to to determinedetermine trendstrends and and patternspatterns of of 

intruderintruder activityactivity
–– takingtaking an an inin--depthdepth looklook at an at an incidentincident reportreport oror incidentincident activityactivity to to determinedetermine

thethe scopescope, , prioritypriority, and , and threatthreat of of thethe incidentincident
–– researchingresearching possiblepossible responseresponse and and mitigationmitigation strategiesstrategies..

IncidentIncident ResponseResponse
–– sendingsending out out recommendationsrecommendations forfor recoveryrecovery, , containmentcontainment, and , and preventionprevention..
–– sharingsharing informationinformation and and lessonslessons learnedlearned

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Incident Handling Definition Incident Handling 
(CERT®/CC)(CERT®/CC)

CSIRTCSIRT
–– A Computer A Computer SecuritySecurity IncidentIncident Response Team (CSIRT) Response Team (CSIRT) isis a a serviceservice

organizationorganization thatthat isis responsibleresponsible forfor receivingreceiving, , reviewingreviewing, and , and respondingresponding
to to computercomputer securitysecurity incidentincident reportsreports and and activityactivity..

CIRC, CIRT, IRC, IRT, SERT, SIRTCIRC, CIRT, IRC, IRT, SERT, SIRT
–– AcronymsAcronyms forfor incidentincident responseresponse teamsteams

CERT, CERT/CCCERT, CERT/CC
–– "CERT" and "CERT "CERT" and "CERT CoordinationCoordination Center" Center" areare registeredregistered in in thethe U.S. Patent U.S. Patent 

and and TrademarkTrademark OfficeOffice

CERT/CCCERT/CC
–– TheThe CERT® CERT® CoordinationCoordination Center (CERT/CC) Center (CERT/CC) isis a a centercenter of Internet of Internet 

securitysecurity expertiseexpertise, , locatedlocated at at thethe Software Engineering Institute, a Software Engineering Institute, a 
federallyfederally fundedfunded researchresearch and and developmentdevelopment centercenter operatedoperated byby
Carnegie Mellon University.Carnegie Mellon University.

––

FIRSTFIRST
–– Forum of Forum of IncidentIncident Response TeamsResponse Teams

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Definition Incident Handling Definition Incident Handling 
(CVE)(CVE)

Universal Universal VulnerabilityVulnerability
A universal A universal vulnerabilityvulnerability isis a a statestate in a in a computingcomputing systemsystem ((oror setset
of of systemssystems) ) whichwhich eithereither::

–– allowsallows an an attackerattacker to to executeexecute commandscommands as as anotheranother useruser
–– allowsallows an an attackerattacker to to accessaccess datadata thatthat isis contrarycontrary to to thethe specifiedspecified accessaccess

restrictionsrestrictions forfor thatthat datadata
–– allowsallows an an attackerattacker to to posepose as as anotheranother entityentity
–– allowsallows an an attackerattacker to to conductconduct aa denialdenial of of serviceservice

ExposureExposure
An An exposureexposure isis a a statestate in a in a computingcomputing systemsystem ((oror setset of of systemssystems) ) 
whichwhich isis notnot a universal a universal vulnerabilityvulnerability, , butbut eithereither::

–– allowsallows an an attackerattacker to to conductconduct informationinformation gatheringgathering activitiesactivities
–– allowsallows an an attackerattacker to to hidehide activitiesactivities
–– includesincludes a a capabilitycapability thatthat behavesbehaves as as expectedexpected, , butbut cancan bebe easilyeasily

compromisedcompromised
–– isis a a primaryprimary point of point of entryentry thatthat an an attackerattacker maymay attemptattempt to to 

useuse to to gaingain accessaccess to to thethe systemsystem oror datadata
–– isis consideredconsidered a a problemproblem accordingaccording to to somesome reasonablereasonable

securitysecurity policypolicy

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A



Monitoring & Incident Handling 26.05.2003

SGRP Frühjahrsveranstaltung 2003 10

26.05.200326.05.2003 SGRP Frühjahrsveranstaltung 2003SGRP Frühjahrsveranstaltung 2003 1919www.sgrp.chwww.sgrp.ch

Definition Definition IntrIntrusionusion
DetectionDetection

IntrusionsIntrusions
AttacksAttacks fromfrom outsideoutside thethe organizationorganization

MisuseMisuse
AttacksAttacks fromfrom withinwithin thethe organizationorganization

IntrusionIntrusion DetectionDetection System (IDS)System (IDS)
An An intrusionintrusion detectiondetection systemsystem gathersgathers and and analyzesanalyzes
informationinformation fromfrom variousvarious areasareas to to identifyidentify possiblepossible securitysecurity
breachesbreaches, , whichwhich includeinclude bothboth intrusionsintrusions and and misusemisuse..

NetworkNetwork IDS (NIDS)IDS (NIDS)
GathersGathers informationinformation fromfrom thethe networknetwork..

Host IDS (HIDS)Host IDS (HIDS)
GathersGathers informationinformation fromfrom thethe hosthost itselfitself..

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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QuellenangabenQuellenangaben

LoggingLogging / / MonitoringMonitoring
eingeneeingene Begriffsdefinitionen, basierend auf allgemeinen Begriffsdefinitionen, basierend auf allgemeinen SecuritySecurity
GlossariesGlossaries, z.B.:, z.B.:
-- http://http://www.isse.gmu.edu/~csis/glossary/merged_glossary.htmlwww.isse.gmu.edu/~csis/glossary/merged_glossary.html
-- http://http://www.setsolutions.com/security.htmwww.setsolutions.com/security.htm
-- http://http://sun.soci.niu.edu/~rslade/secgloss.htmsun.soci.niu.edu/~rslade/secgloss.htm
-- http://www.ietf.org/rfc/rfc2828.txthttp://www.ietf.org/rfc/rfc2828.txt
-- http://http://www.yourwindow.towww.yourwindow.to/information/information--security/ security/ 

CVE DefinitionenCVE Definitionen
http://http://www.cve.mitre.orgwww.cve.mitre.org//aboutabout//terminology.htmlterminology.html

CERT/CC DefinitionenCERT/CC Definitionen
http://http://www.cert.dfn.dewww.cert.dfn.de/eng/pre99papers//eng/pre99papers/certterm.htmlcertterm.html
http://http://www.cert.orgwww.cert.org//csirtscsirts//csirt_faq.htmlcsirt_faq.html

ISO DefinitionenISO Definitionen
SC 27 Standing SC 27 Standing DocumentDocument 6 (SD 6), 6 (SD 6), 
GlossaryGlossary of IT of IT SecuritySecurity TerminologyTerminology (SC 27 N 2776)(SC 27 N 2776)

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Teil 2: Teil 2: Kritische HinterfragungKritische Hinterfragung

Was Was bringt‘sbringt‘s …?…?
… und was eben nicht?… und was eben nicht?

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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GründeGründe fürfür Security Security 
MonitoringMonitoring

PräventionPrävention alleinallein genügtgenügt nichtnicht
–– Es gibt immer neue Angriffsarten, welche man Es gibt immer neue Angriffsarten, welche man 

nicht verhindern, sondern nur erkennen kann. nicht verhindern, sondern nur erkennen kann. 
DetectionDetection

MonitoringMonitoring als Grundlage für als Grundlage für DetectionDetection & & 
Investigation Investigation 
Zusatznutzen:Zusatznutzen:
–– MisconfigurationMisconfiguration DetectionDetection
–– Trends & Trends & StatisticsStatistics
–– ResponseResponse

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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FalscheFalsche ErwartungenErwartungen

Es gibt eine einheitliche Definition der Es gibt eine einheitliche Definition der 
BegriffeBegriffe
IDS erkennt allesIDS erkennt alles
IDS läuft automatisch, ohne Fachpersonal IDS läuft automatisch, ohne Fachpersonal 
IDS kostet nichtsIDS kostet nichts
IDS ist genormt, kompatibel und skalierbar IDS ist genormt, kompatibel und skalierbar 
IDS reduziert RisikenIDS reduziert Risiken
IDS verhindert jede Art von Missbrauch IDS verhindert jede Art von Missbrauch 
Technische Massnahmen genügenTechnische Massnahmen genügen

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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VoraussetzungenVoraussetzungen

Kritische Bereiche identifizieren (Analyse)Kritische Bereiche identifizieren (Analyse)
Organisation & Prozess definierenOrganisation & Prozess definieren
–– Eskalation & Response Eskalation & Response 
–– Unterhalt des SystemsUnterhalt des Systems
–– MonitoringMonitoring –– WerWer schautschaut die Logs an und die Logs an und wertetwertet siesie

ausaus? ? 

Genügend Ressourcen müssen vorhanden Genügend Ressourcen müssen vorhanden 
sein sein 
–– ZeitZeit, Geld, Personal (, Geld, Personal (inklinkl. Know. Know--How)How)

Inventar der gesamten InfrastrukturInventar der gesamten Infrastruktur
–– Systeme (Server, Client, Systeme (Server, Client, RouterRouter, …), …)
–– NetzwerkverbingungenNetzwerkverbingungen
–– Anwendungen, Services Anwendungen, Services 

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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ErfahrungsaustauschErfahrungsaustausch

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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SchlussfolgerungenSchlussfolgerungen zumzum
ThemaThema IDS (1)IDS (1)

Tools sind nur ein Teil des Projektes, aber ein Tools sind nur ein Teil des Projektes, aber ein 
wichtigerwichtiger
Das organisatorische Umfeld muss definiert Das organisatorische Umfeld muss definiert 
seinsein
Notfallabläufe müssen vom Topmanagement Notfallabläufe müssen vom Topmanagement 
verabschiedet seinverabschiedet sein
Fachkenntnis vor allem notwendig für eine Fachkenntnis vor allem notwendig für eine 
zeitgerechte Implementierungzeitgerechte Implementierung
Kein Wundermittel gegen alles BöseKein Wundermittel gegen alles Böse
Sehr Ressourcenintensiv (Geld und Personal)Sehr Ressourcenintensiv (Geld und Personal)

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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SchlussfolgerungenSchlussfolgerungen zumzum
ThemaThema IDS (2)IDS (2)

ROSI ROSI sehrsehr schwerschwer nachweisbarnachweisbar
(ROSI: (ROSI: RReturn eturn OOn n SSecurity ecurity IInvestment)nvestment)
Modewort; Jeder spricht davon, doch keiner Modewort; Jeder spricht davon, doch keiner 
hat eine vollständige Lösung implementiert.hat eine vollständige Lösung implementiert.
Zusatznutzen ist erreicht, Hauptnutzen noch Zusatznutzen ist erreicht, Hauptnutzen noch 
nicht nicht 

Die Zeit für ein IDS ist eher noch nicht Die Zeit für ein IDS ist eher noch nicht 
da…da…

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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VorteileVorteile eineseines Intrusion Intrusion 
Detection SystemsDetection Systems

Events werden erkanntEvents werden erkannt
–– Auch Events, welche vom Viren Scanner nicht Auch Events, welche vom Viren Scanner nicht 

erkannt werden, z.B. erkannt werden, z.B. RootRoot KitsKits
Erkennen von Erkennen von MiskonfigurationenMiskonfigurationen
Erhöhung der Erhöhung der SecuritySecurity AwarenessAwareness
–– Änderung der “Änderung der “PatchPatch--KulturKultur““
–– Fachwissen der IT Administratoren erhöht sichFachwissen der IT Administratoren erhöht sich

Untersuchen von Vorfällen wird möglichUntersuchen von Vorfällen wird möglich

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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AusblickAusblick……

IDS ist integraler Bestandteil jedes Systems IDS ist integraler Bestandteil jedes Systems 
(Hardware oder Software)(Hardware oder Software)
Selbstlernende IDSSelbstlernende IDS
Marketing Angaben und Realität decken sichMarketing Angaben und Realität decken sich

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Teil 3: Praktische Tipps & Teil 3: Praktische Tipps & 
TricksTricks

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A

Auf was muss man achten?Auf was muss man achten?
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ObjectivesObjectives

What are you trying to achieve?What are you trying to achieve?
–– Incident ResponseIncident Response
–– Additional layer of defence Additional layer of defence 
–– Logging & Forensics  Logging & Forensics  
–– Patching problemPatching problem

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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ObjectiveObjective
IncidentIncident ResponseResponse

Incident response Incident response -- the appropriate reaction the appropriate reaction 
to the detection of an incident, is mainly an to the detection of an incident, is mainly an 
organisational issue as opposed to technical.organisational issue as opposed to technical.
A timely, effective incident response requires A timely, effective incident response requires 
7x24 staffing by technically qualified 7x24 staffing by technically qualified 
personnel and also 7x24 availability of personnel and also 7x24 availability of 
decision makers.decision makers.
Are you prepared to pay for this?   Are you prepared to pay for this?   

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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ObjectiveObjective
Additional Additional layerlayer of of defencedefence

Intrusion Detection Systems (IDS) are often Intrusion Detection Systems (IDS) are often 
described as providing an additional layer of described as providing an additional layer of 
defence.defence.
However you should be under no illusion that However you should be under no illusion that 
an IDS even implemented without budget an IDS even implemented without budget 
restraints will detect ALL intrusions.  i.e. will restraints will detect ALL intrusions.  i.e. will 
be 100% effective.be 100% effective.

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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ObjectiveObjective
LoggingLogging & & ForensicsForensics

In certain circumstances effective logging In certain circumstances effective logging 
may be the principal objective. This is may be the principal objective. This is 
advantageous because it supports such advantageous because it supports such 
difficult areas as incident response, difficult areas as incident response, 
inventory.inventory.
If the logging is intended to be usable in a If the logging is intended to be usable in a 
court of law (implied by the term forensics) court of law (implied by the term forensics) 
the task becomes significantly more difficultthe task becomes significantly more difficult.  .  
Logging is a prerequisite for forensics.  Logging is a prerequisite for forensics.  

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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ObjectiveObjective
Patching problem (1)Patching problem (1)

Most of us agree that we would prefer to Most of us agree that we would prefer to 
prevent an intrusion as opposed to prevent an intrusion as opposed to 
responding to one. responding to one. 
However nowadays we are obliged to live However nowadays we are obliged to live 
with buggy software, newly discovered with buggy software, newly discovered 
vulnerabilities and frequent patches.vulnerabilities and frequent patches.
The delay between discovery of a The delay between discovery of a 
vulnerability and deployment of the patch is vulnerability and deployment of the patch is 
the “Window of vulnerability”, and if the the “Window of vulnerability”, and if the 
patch is to be staged and tested this window patch is to be staged and tested this window 
is lengthy.is lengthy.

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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ObjectiveObjective
Patching problem (2)Patching problem (2)

Vulnerability 
Discovered

Vulnerability 
Published

Patch
Available

Decision
to Patch

Test
Patch

Deploy 
Patch

Vulnerability 
Discovered

Vulnerability 
Published

Signature
Available

& Deployed

Decision
to Patch

Test
Patch

Deploy 
Patch

Using a signature based IDS it should be possible to shorten the
window of vulnerability.  The effectiveness of this approach 
depends on the quality of the Incident Response process.

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A



Monitoring & Incident Handling 26.05.2003

SGRP Frühjahrsveranstaltung 2003 19

26.05.200326.05.2003 SGRP Frühjahrsveranstaltung 2003SGRP Frühjahrsveranstaltung 2003 3737www.sgrp.chwww.sgrp.ch

LocationLocation of Sensors (1)of Sensors (1)

Network based:Network based:
–– Network sensors rely on recognising signatures and Network sensors rely on recognising signatures and 

simple sequences thereof, and are less appropriate simple sequences thereof, and are less appropriate 
when nonwhen non--standard components or architectures standard components or architectures 
are used. The positioning of the sensors in the are used. The positioning of the sensors in the 
network depends on the objectives, but a good network depends on the objectives, but a good 
starting point is behind the Internet firewall.starting point is behind the Internet firewall.

–– Network sensors are bad at detecting internal Network sensors are bad at detecting internal 
attacks, and useless against attacks whose attacks, and useless against attacks whose 
signatures are not known (analogy to virus signatures are not known (analogy to virus 
scanners). The vendors provide regular signature scanners). The vendors provide regular signature 
updates.  updates.  

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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LocationLocation of Sensors (2)of Sensors (2)

–– Network Sensors can tap the network or not.Network Sensors can tap the network or not.

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A

Switch Sensor Switch

SensorTap
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LocationLocation of Sensors (3)of Sensors (3)

Host based Host based 
–– IDS will generally include integrity checking of IDS will generally include integrity checking of 

critical files and analysing logs for predefined critical files and analysing logs for predefined 
events and sequences of events.events and sequences of events.

–– This makes host based IDS potentially more This makes host based IDS potentially more 
powerful, but more difficult to deploy and use.powerful, but more difficult to deploy and use.

• EinführungEinführung

•• Teil 1Teil 1

•• Teil 2Teil 2

•• Teil 3Teil 3

•• Q&AQ&A
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Type of SensorType of Sensor

There are 3 main approaches:There are 3 main approaches:
–– Integrity checkingIntegrity checking. Files which should not . Files which should not 

change are checked at regular intervals against a change are checked at regular intervals against a 
cryptographic checksum. This can potentially cryptographic checksum. This can potentially 
detect unknown attacks.detect unknown attacks.

–– Knowledge basedKnowledge based. This involves looking for . This involves looking for 
attack signatures and therefore cannot detect an attack signatures and therefore cannot detect an 
unknown attack, but it is easier to update unknown attack, but it is easier to update 
signatures than to patch a system.signatures than to patch a system.

–– Behaviour basedBehaviour based. Artificial Intelligence or . Artificial Intelligence or 
statistical systems which look for unusual statistical systems which look for unusual 
behaviour by learning „normal behaviour“ are behaviour by learning „normal behaviour“ are 
(mostly) still in the laboratory.(mostly) still in the laboratory.

• EinführungEinführung

•• Teil 1Teil 1
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CorrelationCorrelation & Analysis& Analysis

Correlation involves combining the output of Correlation involves combining the output of 
various sensors in order to be able to identify various sensors in order to be able to identify 
and classify/prioritise an attack.and classify/prioritise an attack.
Both Network and HostBoth Network and Host--Based IDS vendors Based IDS vendors 
provide correlation functionality.provide correlation functionality.
Systems to combine the output of Network Systems to combine the output of Network 
sensors with Hostsensors with Host--based systems are not yet based systems are not yet 
available.available.
Specialised Security Management vendors Specialised Security Management vendors 
offer proprietary correlation and analysis offer proprietary correlation and analysis 
tools for other vendors sensors.tools for other vendors sensors.

• EinführungEinführung
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High High speedspeed networksnetworks

Today‘s network sensors cannot handle  Today‘s network sensors cannot handle  
heavily loaded high speed networks.heavily loaded high speed networks.

• EinführungEinführung
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•• Teil 2Teil 2
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AutomatedAutomated Response Response 

If we are going to rely on your IDS to prevent If we are going to rely on your IDS to prevent 
attacks, it is not enough to detect attack attacks, it is not enough to detect attack 
signatures.signatures.
The real and critical attack must be quickly The real and critical attack must be quickly 
distinguished from all the false alarms, and an distinguished from all the false alarms, and an 
appropriate response implemented very rapidly.appropriate response implemented very rapidly.
An automated response (e.g. blocking certain An automated response (e.g. blocking certain 
source addresses) appears to be an attractive source addresses) appears to be an attractive 
approach, but is vulnerable to denial of service. approach, but is vulnerable to denial of service. 
Active automated response (attacking the Active automated response (attacking the 
attacker) is generally considered unacceptable.attacker) is generally considered unacceptable.
Nonetheless, IPS is the new “Buzzword”!Nonetheless, IPS is the new “Buzzword”!

• EinführungEinführung
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InventoryInventory!!

An ”outAn ”out--ofof--the box“ IDS will generate the box“ IDS will generate 
thousands of false alarms. thousands of false alarms. 

Obviously the signature of a Windows Obviously the signature of a Windows 
vulnerability is not relevant to a Unix vulnerability is not relevant to a Unix 
system.  system.  
The real problem is more complicated and The real problem is more complicated and 
requires detailed information about the requires detailed information about the 
systems to be protected (Inventory) systems to be protected (Inventory) -- e.g. e.g. 
type of software deployed with patch level type of software deployed with patch level --
so that the significance of each event can be so that the significance of each event can be 
evaluated.evaluated.

• EinführungEinführung
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OutsourcingOutsourcing (1)(1)

The Security Management sector is expected The Security Management sector is expected 
to show phenomenal growth over the next to show phenomenal growth over the next 
few years. The correlation (normalisation) few years. The correlation (normalisation) 
and analysis of sensor output can arguably and analysis of sensor output can arguably 
be outsourced more efficiently than be outsourced more efficiently than 
performed in house.performed in house.
You will know the true cost! You will know the true cost! 
Your managed security vendor should Your managed security vendor should 
provide a SLA which specifies (among other provide a SLA which specifies (among other 
things) response times for various levels of things) response times for various levels of 
alert.alert.

• EinführungEinführung
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OutsourcingOutsourcing (2)(2)

Alerts must be prioritised, Alerts must be prioritised, egeg..
–– Level 0Level 0 Insufficient information (inventory?)Insufficient information (inventory?)
–– Level 1  Level 1  Possible attack to which customer is   Possible attack to which customer is   

vulnerablevulnerable
–– Level 2 Level 2 Possible attack customer is not vulnerablePossible attack customer is not vulnerable
–– Level 3 Level 3 etc.etc.

However (unless you outsource the response However (unless you outsource the response ––
which is not usual) your organisation will still which is not usual) your organisation will still 
have to make staff available 7x24 who are have to make staff available 7x24 who are 
capable of making important decisions quicklycapable of making important decisions quickly..

• EinführungEinführung
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TuningTuning

Tuning, Normalisation: As described above Tuning, Normalisation: As described above 
an out of the box IDS will generate an out of the box IDS will generate 
thousands of false alarms. The tuning thousands of false alarms. The tuning 
process must reduce this to a handful of process must reduce this to a handful of 
”serious“ alerts which then have to be ”serious“ alerts which then have to be 
analysed manually. This tuning process can analysed manually. This tuning process can 
be expected to take a few months. be expected to take a few months. 
It would be naive to imagine that the tuning It would be naive to imagine that the tuning 
process will be perfect.  It involves a process will be perfect.  It involves a tradeofftradeoff
of False alarms against Missed intrusions of False alarms against Missed intrusions 
(viz. Biometrics).(viz. Biometrics).

• EinführungEinführung
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SummarySummary

Buying an IDSBuying an IDS is is only a small partonly a small part ofof an an 
effective effective defencedefence. Inventory, Tuning and . Inventory, Tuning and 
Incident Response processes are major Incident Response processes are major 
items. items. 
Doing it properly will be very expensive!Doing it properly will be very expensive!
An IDS with an effective incident response An IDS with an effective incident response 
team does not replace properly configured team does not replace properly configured 
firewalls, hardened servers, etc.  firewalls, hardened servers, etc.  
Even a well deployed IDS will not detect Even a well deployed IDS will not detect 
(never mind prevent) 100% of attacks.(never mind prevent) 100% of attacks.
This does not mean you should forget it!This does not mean you should forget it!
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Fragen & AntwortenFragen & Antworten
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Was ist nun noch unklar?Was ist nun noch unklar?


