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Meldung vom 28.04.2009
Demo-Exploits für neue Schwachstellen im Adobe Reader 

Im Internet zirkulieren Demo-Exploits für zwei neue 
Sicherheitslücken im Adobe Reader. Laut der SecurityFocus-
Fehlerdatenbank sind Versionen 9.1 und 8.1.4 des PDF-Anzeigers 
betroffen. Einen Patch für die Schwachstellen gibt es bislang noch 
nicht. Mit der Veröffentlichung der Demo-Exploits steigt die 
Wahrscheinlichkeit enorm, dass PDF-Dokumente mit gefährlichem 
Schadcode auftauchen und die Lücken auf breiter Front ausgenutzt 
werden.
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Solutions

Only IBM Security is Backed by the IBM X-Force® Research Team

Protection Technology 
Research

Threat Landscape 
Forecasting

Malware Analysis

Public Vulnerability 
Analysis

Original Vulnerability 
Research

Research Technology

The X-Force team delivers reduced operational complexity –
helping to build integrated technologies that feature “baked-in” simplification

X-Force Protection Engines

 Extensions to existing engines
 New protection engine creation

X-Force XPU’s

 Security Content Update 
Development
 Security Content Update QA

X-Force Intelligence

 X-Force Database
 Feed Monitoring and Collection
 Intelligence Sharing
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Schwachstellen im Jahresvergleich :
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Ranking of the Vulnerabilities
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Total Vulnerabilities in Q1 2009: 1603
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Malcode corner
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Vendors with the Most Vulnerability Disclosures
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Availability of Vulnerability Fixes and Patches
At the end of 2008, 53 percent of all vulnerabilities disclosed during the year had no vendor-
supplied patches available to remedy the vulnerability. Vendors do not always go back to 
patch previous year’s vulnerabilities. 46 percent of vulnerabilities from 2006 and 44 percent 
from 2007 were still left with no available patch at the end of 2008.
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Vulnerabilitys
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 Pre-packaged exploit toolkits with easy-to-use 
management interfaces are available to hackers 

• It is not known how many toolkit installations are 
actually purchased versus leased or pirated

 89% of public exploits were released on the same 
day or before the official vulnerability disclosure in 
2008

• Up from 79% in 2007

Exploits are Easy When you Have the Tools
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Web Application Vulnerabilities
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No Patch for You
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Embedded Systems
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Defining Pre-Emption - What’s the Difference?

Protecting against exploits is reactive:

 Too late for many
 Variants undo previous updates
 Typical of antivirus and most IDS/IPS vendors

Protecting against vulnerabilities and 
behaviors is proactive:

 Stops threat at source
 Requires advanced R&D
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Proventia bietet ein
Schutzschild

“Virtual Patch”
für bekannte
Schwachstellen

 “Virtuelle Patches” schützen vor
sofortiger Ausnutzung bekannter
Schwachstellen

 Reduziert das Risiko durch 
Beeinflussung der IT-Prozesse

 Patchen kann geplant
durchgeführt werden

Präventive Sicherheit durch - Virtual Patch
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8 August 2006
IBM ISS releases Virtual Patch 
for Microsoft Windows Server 
Service buffer overflow 
(MSRPC_Srvsvc_Bo) 
vulnerability.

http://iss.net/threats/306.h
tml

23 October 2008
Microsoft publicly 
announces 
vulnerability and 
MS patch in 
Bulletin MS08-067.

http://www.microso
ft.com/technet/sec
urity/Bulletin/MS0
8-067.mspx

Microsoft Bulletin MS08-067 
IBM ISS 2 years Ahead of the Threat

The IBM ISS Virtual Patch protects customers until they can download and install security updates from their software vendor.

New exploits/worms.

http://blog.threatexp
ert.com/2008/10/gimmi
va-exploits-zero-day-
vulnerability.html

http://milw0rm.com/ex
ploits/6824

Zero-day worm -
Gimmiv.a.
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Questions?Questions?
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