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“If I can put everyone to sleep within the first five minutes,
the rest of my presentation should go pretty well.”
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Meldung vom 28.04.2009
Demo-Exploits flr neue Schwachstellen im Adobe Reader

Im Internet zirkulieren Demo-Exploits flir zwei neue
Sicherheitsliicken im Adobe Reader. Laut der SecurityFocus-
Fehlerdatenbank sind Versionen 9.1 und 8.1.4 des PDF-Anzeigers
betroffen. Einen Patch flr die Schwachstellen gibt es bislang noch
nicht. Mit der Verdéffentlichung der Demo-Exploits steigt die
Wahrscheinlichkeit enorm, dass PDF-Dokumente mit gefahrlichem
Schadcode auftauchen und die Llcken auf breiter Front ausgenutzt

werden.
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Only IBM Security is Backed by the IBM X-Force® Research Team

Research » Technology > Solutions

]
X-Force Protection Engines

= Extensions to existing engines
= New protection engine creation

i
Public Vulnerability

: = Security Content Update SOLUTIONS
Malware Analysis Development {

= Security Content Update QA

-OI'CG nelgence

= X-Force Database

Original Vulnerability
Research

Threat Landscape
Forecasting

Protection Technology ald _
Research Feed Monitoring and Collection

= Intelligence Sharing

The X-Force team delivers reduced operational complexity —
helping to build integrated technologies that feature “baked-in” simplification
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Schwachstellen im Jahresvergleich :
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Ranking of the Vulnerabilities

Low Critical
7% 1%
Year Busiest Week for Vulnerahility Disclosures
2000- 2005 Week before Christras High
. 38%
2006 Week befare Thanksgiving /o
2007 Summer
2008 Week before Christmas
hrl
Medium
54%
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Total Vulnerabilities in Q1 2009: 1603

Total Vulnerabilities in Q1 2009: 1603

Critical High Low
Vulnerability Vulnerability Vulnerability Vulnerability
16 497 967 123
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Bypass Security - 5.93%
Circumvent security restrictions such as a firewall or proxy, and |DS system or a virus scanner,

Data Manipulation — 18.65%
Manipulate data used or stored by the host associated with the service or application.

47.79% Denial of Service -11.17%
Crash or disrupt a service or system to take down a network.

File Manipulation - 1.37%
- 3.06% Create, delete, read, modify, or overwrite files.

137% — | mm— Gain Access — 47.70%

Obtain local and remote access. This also includes vulnerabilities by which an attacker
can execute code or commanids, because this usually allows the attacker to gain access
to the system.

Gain Privileges — 3.06%
N 2.56%

Privileges can be gained on the local system only.

* Repmsant unigus

vuinarability coumt, 5.93% Obtain Information — 9.48%

— Obtain information such as file and path names, source code, passwords, or server
configuration details.

Other —2.56%
Anything not covered by the other categories.

8 © 2009 IBM Corporation



Malcode corner

Virus fTrnjan
3.64% 54.11%
Worm -
5.54%
PUP _—
6.69%
Other / ' Backdoor
10.73% - N10.20%
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Vendors with the Most Vulnerability Disclosures

Ranking Vendor Disclosures
1, Microzoft 346%
2 Apple 3.04%
a. Sun 2.10%
4. Joomlal 2.07%
= IEM 2.00%
E. Oracle 1.65%
7. Moazills 1.43%
2. Crupal 1.42%
=) Cisco 1.23%
10, TYPOG 1.23%

Tabie 2 wendors wih e kMost Yinershiily OfscDsures
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Availability of Vulnerability Fixes and Patches

At the end of 2008, 53 percent of all vulnerabilities disclosed during the year had no vendor-
supplied patches available to remedy the vulnerability. Vendors do not always go back to
patch previous year’s vulnerabilities. 46 percent of vulnerabilities from 2006 and 44 percent
from 2007 were still left with no available patch at the end of 2008.
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Vulnerabilitys
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Bronze Edition

te Diallar)

Gold Edition
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Price : 249% (United State Dallar)
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Web Application Vulnerabilities

Web
Applications
54.9%
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No Patch for You

No Patch
Available

T4%
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Embedded Systems
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Defining Pre-Emption - What's the Difference?

Protecting against exploits is reactive:

= Too late for many
= Variants undo previous updates
= Typical of antivirus and most IDS/IPS vendors

Protecting against vulnerabilities and
behaviors is proactive:

= Stops threat at source
= Requires advanced R&D
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Praventive Sicherheit durch - Virtual Patchgarm

Proventia bietet ein
Schutzschild
“Virtual Patch”
fur bekannte
Schwachstellen

m “Virtuelle Patches” schitzen vor

sofortiger Ausnutzung bekannter
Schwachstellen

B Reduziert das Risiko durch
Beeinflussung der IT-Prozesse

B Patchen kann geplant
durchgefuhrt werden

PATCH

TECHNOLDGY

P Bl o R

proventia
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Microsoft Bulletin MS08-067 _ oy

SERVICES SERVICES

IBM ISS 2 years Ahead of the Threat ~— it

{%-FORCE}

INTEGRATED
PRODUCTS

(END-TO-END PREEMPTIVE
SECURITY SOLUTIONS)

Zer o-day worm -
G mmiv. a.

FEATURING

VIRTUAL
PATCH

TECHNDLOGY

Imternet Secarity Systems™

¢ « ¢ « ¢
loit .
8 August 2006 23 October 2008 New expliot tsfworms
IBMISS rel eases Virtual Patch M crosoft publicly .
for Mcrosoft Wndows Server announces http://blog.t hreaF exp
Service buffer overflow vul nerability and ert.com 2008/ 10/ gi nmi
( MBRPC_Sr vsvc_Bo) MB patch in va- expl Oi ts-zero- day-
vul nerability. Bul | etin MSOS-067. vul nerability. htm
http://iss.net/threats/306.h ht t p: / / WWW. i Cr 0S0 _
tm ft.comtechnet/sec Ertnpt/s; gnSIZ\A/\r,Orm com ex
urity/Bulletin/ MO
8- 067. mepX

The IBM ISS Virtual Patch protects customers until they can download and install security updates from their software vendor.
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= annel Account Manager
= Internet Security Systems
" Vulkanstrasse 106
R 8010 Zurich

o +41 (58) 333 7901 (Office)

= +41 (79) 617 7069 (Mobile)
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