=

Sponsors

HAGELIN-CRYPTOS

CRYPTOAG
fecma

infoGuard

and information becomes secure

+ #|
SWISS INFOSEC

1ISEeC

secure your business

PostFinance
DIEPOST

SKSF
CSNF
= SCFS

Z
mae

The Fine Art of Coaching Business

1sof j [« JIEC

Information Security —
Protecting your Information Assets

INVITATION TO
SC 27 INDUSTRY SEMINAR

5t October 2007, 13.30-17.00
Lucerne/Switzerland
Lucerne School of Business

WWwWw.sc27.ch

Information security is a critical issue for all organizations — small,
medium and large scale businesses. Many businesses have been,
and continue to be, the subject of a range of risks such as on-line
fraud, denial of service attacks, virus problems, system failures,
physical and environmental disasters, ID theft, threats from Internet
applications and many others - this is quite extensive.



Information and ICT security is the subject of legislation around the world be it
on data protection/privacy, corporate governance, computer misuse and
hacking, or digital rights. The negative impact on organizations that fail to
manage these risks with appropriate security controls and measures can be
very severe — not only high financial impacts, but also legal action as well as
possible loss of company image and reputation.

There are many solutions to this growing problem of information security risks
and how they should be managed. These solutions are a combination of tech-
nologies, best practice controls, and management systems. Of course another
important ingredient is the standards that underpin many of these solutions.

ISO/IEC JTC 1/SC 27 is at the forefront of the information and ICT security
standards industry. It is a centre of excellence covering a wide brief of topics
and is supported by a highly skilled resource base of standards makers. This
skills base is made up of experts from industry, government and academia.
SC 27 has been in business for over sixteen years and in that time it has pro-
duced many standards that are in use today by organizations around the
world. SC 27 have produced standards relating to:

= management of information security (e.g. ISO/IEC 27000 family of
ISMS standards), and related service and technology management
supporting standards (e.g. TTP services, IT network security, intrusion
detection, information security incident management),

= mechanisms and techniques for security (e.g. encryption and digital
signature mechanisms, and authentication techniques),

* security evaluation and assurance criteria for products and systems,

< and more recently they have embarked on new work in the areas of
cyber-security, web applications security, ICT preparedness for busi-
ness continuity, ID management, and privacy technologies.

This SC 27 Industry Seminar is an ideal opportunity for organizations and busi-
ness to listen and interact with the experts from SC 27. The seminar presenta-
tions provide a showcase of the current standards that are available that
industry could benefit from as well as the future projects and developments.



Take this opportunity and let SC 27 show how it can be your business part-
ner in creating a secure world to protect your organization’s most vital
asset — information.

Prof. Edward Humphreys
SC 27/WG1 Convenor

AGENDA
13.30 Welcome Markus Soland Chair of Swiss NB SC 27
13.35-14.00 SC 27 Dr. Walter Fumy ICT Security
Dr. Marijike de Soete ISO/IEC JTC1/SC 27
Structure, Programme and Standards Process
14.00-14.45 WG1 Prof. Edward Humphreys ISMS Standards Landscape
Dr Angelika Plate Industry Specific ISMS
Koji Nakao 27011 Telecoms ISMS Requirements
14.45-15.15 WG2 Prof. Kenji Naemura Cryptographic standards
Andreas Fuchsberger Applying Cryptographic
Standards and Digital Signature standards
15.15-15.30 Coffee/Tea
15.30-16.00 WG3 Mats Ohlin Security Evaluation Standards Criteria
Miguel Bafion IT Operational Security and Assurance
16.00-16.30 WG4 Meng-Chow Kang Cybersecurity,
ICT Readiness for BCM, Applications Security,
IT Network Security
16.30-16.45 WG5S Prof. Kai Rannenberg Privacy Technology Standards

Closing SC27

16.45-17.00 Q&A Session








