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About SCC RUAG

Strategic Information Protection Cyber Defense Solutions

Information Security Managment Dedicated hardware & software

Infrastructure / policy delta for high speed network analysis

analysis Implementation, integration &
configuration of secure
collaboration solutions

Procurement / supplier
evaluation
Managed operations
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Traffic Mining RUAG
What does this tell us?
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Mining
Knowledge Discovery (KD)

Problem D
Problem C
Problem B

Understanding nderstanding

Problem A the Problem the data

Evaluation
: Preparation
Using the of the discovered
discovered of the Data
knowledge KnOWIGdge

Data Mining

6 Step DMKD Process -
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Data Mining
Classification (I)

Class A
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Data Mining
Classification (ll)

Class A Class B
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Data Mining
Classifiers
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Data Mining
Irrelevant Features

Class A Class B
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Data Mining
Finding relevant Feature Subsets

Assume:
e« ©® o . 100 features;
o ¢ Only two features are relvant.
® ¢ o ° ’ Go find them! (2190 — 1 Subsets)
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Mining
Get real
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So now | know everything about

Data Mining and Knowledge
Discovery?

!
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not really. But enough to get
a grasp of what we‘re doing.

27.05.2011



Traffic Mining
Our Approach

Toolbox:

Traffic miNing Toolbox (TNT)
Feature Extraction Tool:
Tranalyzer

Visualization and Clustering
Tool:

ESOM Maps Viewer
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Traffic Mining
Traffic Flows

Definition:
A traffic flow is a sequence of packets sent from a particular source
to a particular unicast, anycast or multicast destination.

TCP/IP flow identification:

Source and destination |IP address;
Source and destination port;

Layer 4 protocol.
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Traffic Mining

Flow Example

Client

Flow 1

ClientHello

Flow 2

ServerHello

(¥

/ Certificate

A

/ ServerHelloDone

/ ClientkKeyExchange

(

/ ChangeCipherSpec { -
/ Finished \ .
N\ ChangeCipherSpec \
) ) Finished
_/
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Traffic Mining
Traffic Classification

Granularity: Flow;

Features examples:
Duration of a flow;
Number of packets received,;

Number of bytes sent;

Trained on data from lab network;

Validated on realistic data.
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Traffic Mining
Demo ESOM Viewer
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Traffic Mining
Advantages over DPI

Does not have to deal with nested protocols;
Encrypted content can be classified,;
More efficient processing possible;

Privacy of user is not directly affected,;
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Traffic Mining
Sample Applications

Malware recognition in large networks;

Botnet Recognition;
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Traffic Mining
Key Challenges

Automation;
Understanding the problem domain;
Streaming Data  Dataset grows over time;

How to do this at high-speed (20-40 Gbps)?
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Traffic Mining
What does this tell us?

S
*@6\
s¥° &
o 2,
& 06\@ ,
o((\ &2 %
A\ N\ b//
St 0 Q
> \\’O' )
AR\ =y
'\\ ‘G\ /6‘
W S
@ o s,
N\ xO 00/0
t coffee ) douP'® (
\es O
The s&

RUAG Defence - RUAG Electronics AG 19 27.05.2011



SCC R&D
Roadmap

Computer Network Defence;
R&D as a service for the Swiss Armed Forces;
Focus on Traffic Mining, also for encrypted content;

High Speed Traffic Mining;
R&D project (RUAG internal);
Development of Algorithms for efficient implementation in HW and SW (live, on-the-

fly traffic analysis)
Malware Analysis;

R&D project (RUAG internal);
Development of more efficient (Mining-) Algorithms for Malware detection.

Genetic Algorithms for Security;
R&D project (RUAG internal);
Build the immune system for computer systems.
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Questions

“The reasonable man adapts himself to the world; the
unreasonable man persists in trying to adapt the world to
himself. Therefore all progress depends on the
unreasonable man.”

George Bernard
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